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1. Policy Statement
Breakthru CIC is committed to protecting the confidentiality of all information relating to service users, staff, volunteers, and stakeholders. This includes personal, sensitive, and health-related information.
All volunteers, staff, and students are expected to handle information responsibly, only share it with those who need to know, and comply with UK data protection legislation (GDPR 2018).

2. Purpose
This policy aims to:
· Protect the privacy of service users, staff, and volunteers
· Ensure consistent practice across all Breakthru projects and services
· Provide guidance on handling, storing, and sharing confidential information
· Explain breaches of confidentiality and how they are managed

3. Scope
This policy applies to:
· All staff, volunteers, and students on placement
· All Breakthru services and projects, including:
· Beyond Blue counselling
· Volunteer Buddies
· Aman Group
· Beyond Learning, Behance, Between Women, Knit n Knatter, Artsy, Youth Work, Neurodiverse Support & Wellbeing
· All written, electronic, or verbal information

4. Definition of Confidential Information
Confidential information includes:
· Personal details (name, address, contact info)
· Sensitive personal data (health, disability, mental health, safeguarding concerns)
· Financial information
· Internal documents and records (policies, staff records, supervision notes)
· Any information shared in trust

5. Principles of Confidentiality
All staff and volunteers must:
· Treat all information as confidential unless legally required to share
· Only access information relevant to their role
· Securely store information (locked cabinets, password-protected systems)
· Seek consent from the individual before sharing information, wherever possible
· Share information appropriately with colleagues, supervisors, or authorities when necessary for safeguarding or service provision

6. Sharing Information
Information is generally confidential and should not be shared outside Breakthru CIC without consent. The only exceptions where confidentiality may be broken are:
· If an adult or child is at risk of harm or abuse
· If an individual poses a serious risk to themselves or others
· If legal requirements demand disclosure (e.g., court orders)
In these cases:
· Share information only with those who need to know
· Follow Breakthru’s Safeguarding Adults Policy & Procedures
· Wherever possible, inform the individual about what is being shared and why

7. Handling and Storing Confidential Information
· Paper records: store securely in locked cabinets at Breakthru HQ
· Electronic records: store on password-protected systems; do not share passwords
· Email communications: use secure email addresses; avoid sending sensitive information to personal accounts
· Disposal: confidential information must be shredded or permanently deleted

8. Breaches of Confidentiality
A breach occurs if information is:
· Shared with unauthorised individuals
· Lost or stolen
· Accessed inappropriately
Action:
1. Immediately report the breach to your line manager or the DSL
2. Record details of the breach, including:
· Nature of the breach
· Who was involved
· Steps taken to address it
3. The incident will be investigated, and appropriate action taken (disciplinary measures, retraining, or legal action if required)

9. Training and Awareness
· All staff, volunteers, and students receive confidentiality guidance during induction
· Ongoing supervision and training reinforce best practices
· Awareness of confidentiality is reviewed regularly in supervision

10. Guidance for Volunteers and Staff
· Do not discuss service users outside work unless necessary for professional reasons
· Do not share information on social media
· Seek advice if unsure about whether information can be shared
· Respect verbal, written, and electronic confidentiality equally
· Breaking confidentiality should only occur if someone is at risk or poses a risk to others

11. Acknowledgement of Confidentiality
I, ____________________________________, have read and understood Breakthru CIC’s Confidentiality Policy & Procedures. I agree to comply with the policy and maintain the confidentiality of all information I handle.
Name: ___________________________
Role: ____________________________
Signature: _______________________
Date: ___________________________

Policy Owner: Breakthru CIC
Location: Beyond Blue, 19a Spring Court, Spring Head, Wednesbury WS10 9AD
Contact: info@break-thru.co.uk | 07813 125443
Next Review Date: Oct 26
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